Understanding User Rights & Security

This document will assist you in setting-up and understanding the various types of Security Settings within Palladium.
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= System Security Settings
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The system has a number of System-Wide settings that are found in the Control Panel under the Company Setup /
Options button. In the screen below you will see optional settings for Advanced Credit Control, Sales Person Processing
Rules, Document Processing Validations and more.

Lz

C‘ﬂmpa_ﬂy_ Optlons

Profit Centers | Projects | Auto Notes | Optional | Optional (4P / 4R | Optional Dacs) | Optional [Doc Lines) | Optional (Delivery) | Voucher | Naming Conventions

Company | General | Payables
e p——
Aging Periods

30 Days Overdue

[ 80 [2] Days Overdue

C

Days Overdue
Document Processing Mode
Standard
2 Yes  (Parkon Qty)

\'i.‘ No [Wrap to the Next Ling)

Default Sales Person
® Customer () User

Credit Block On Overdue Invoices
Sales Invoice Processing

(@ 1gnore () Warning () Block
Ignore Amounts Under o00 =
[Local Currencyl:

Sales Order Processing

(®) ignore () Warming () Black
Ignore Amounts Under 0.00 =

[Local Currencyk:
The Warning ar Block Options will
Give you the Ability 1o Convert to &
Sales Quote on the Fly,

& Services |

Settings 2

Reference Humber Checking
(®) Disabled

() Warning on Duplicate (SO / INV)

) Error on Duplicate (50 / INV)

Quick (Invoke item Search]
(O Yes  (Park on Gty

) Mo (Wrap to the Next Ling)

Blank Sales Person

) atlow ) Warning ) Bloek
Default Department
® customer O User

Default Credit Control for New Customers
[¥] Use Credit Limit

Limit Amount: 100 000.00 =
Interest Method

o [CN
Interest Rate [APRE 200 2w

" General Ledger Account Settings

| Deposit siips | sMs | Pos | POS - Barcode | Form Mumbers | Email

Create a Credit Note

() From Invoice Document
() Credit Notes Iton

@) Both

Blank Credit Note Reason

® Allow ) Warmning ) Block
Blank Authorization Reason Codes

® Alow () Waming ) Block
Sales Person Processing

(@) Document Level ) Line Level
Blank Department

® anow O Waming ) Block
Blank Reference Mumber

® Allow () Warmning ) Block
Sales Order on Over Credit Limit

® altow ) Waming ) Block

The Warning or Block Options will
Give you the Ability to Convertto s
Sales Quote on the Fiy.

ok Cancel

The General Ledger User-Access Account settings govern the users posting and reporting access to a specific
General Ledger Account. If the user doesn’t have access to an account, the system will go as far as restricting the user

from invoicing items that are linked to that Control (linked) Account.

As mentioned previously, this security is extended to the General Ledger Account Transaction report, only displaying

-

Number:

e

Er —:“ .B_un_r,[ I

Description:  Petty Cash

| Account | Departments | Reconciliation | Budget | Security | Optional Fields | Historical | Files

[¥] Enable Account Security

"!0 Access

QU mm——]

Allowed to Post in Account

Supervisor

<<—Remove All

(@ Previous | [ Net @) [ ok || cance |

accounts that the user has rights to access.

palladium
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= Jser Warehouse Access Control

With Palladium you can set processing rules and manage access to a specific warehouse. In the screen below you will
see that we have only allowed the ability to process Vendor Inventory Goods Receiving on this warehouse, affording us
the ability to receive goods at one location and to transfer it to a General Sales store once the goods have been checked.

E!!ﬁ_ Name: Florida

I";“ Desc  Florida Warehouse

Settings [ Security |
Location Type

@ Warehouse

Stock is stored in a company warehouse location
and is available for sales and transactions,

) Stock In-Transit
’ Stock is in-transit between company warehouses
E
.'6!“

and is not available until arrival.
©) Repairs

Stock is booked out for repairs or other activities
and is not avallable until booked back in again,

Function
7] Customer Sales Vendor Receipts
7] Customer Returns ] vendor Returns

[ ok || concer |

Palladium has the ability to restrict, or assign, user access at Warehouse level. In the example below User1 will not be
able to view or select the Florida Warehouse at time of document processing.

= = = 1R
Modify Current Lozation... o )
3_11'[ Name: Florida
Nfumm
o P

! ‘:;=. Desc  Florida Warehouse

| Settings ] Security

Enable Warehouse Security [

No Access Allowed to Use Warehouse
fUsen ] Supervisor
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We also have the ability to manage User Assess rights to Customer and Vendor Categories, restricting user access to
these specific Customer and Vendor groups from processing documents through to the Enquiry function.

= User Customer and Vendor Category Control

= Category: |REIM1. J
Description: |Reuil
Trends l Security |
[¥] Enable Category Security
No Access Allowed to Use Category
User! | Aberaham
| Add-> |
| AddAll->> |
| <-Remove |
| <<-Remove All
] Inactive — !
ok || cancer |

= User Security Settings

Palladium’s User Security is granular in design giving you extensive flexibilty without compromising on simplicity.
Below you will find an example of the basic user security found for Accounts Receivables and sales. In the example
you will see that the user in question doesn’t have the right to Change or Override Document Prices and Discounts.

& User Name:  Usert

. Useriformation | AccessRiohts | pocumentmumoers | GLsecurty | lognHstoy | swatenc
General l Business Intelligence |
[ ||| ¥ % saies persons -
% sates tnvoices

2 E;Salu Orders

¥ sales Quotes

“‘l Fi Eﬂcchund Quotes

[ B sales Creait Requests
E :Cycle Eilling

B ﬁtm:rest Billing

B Coliection Letters =
7 B Receipts I
I B send Customer Pricelists

il = catzgories

E Hﬂccaunts Enquiry Browser

¥ B Frint Botches

o4 Eﬁmml Batches

Ll E Credit Note 2pproval Has Authorization to Create/approve Credit Notes

B H_;Prlu Change Approval Has Authonzation to Change/App Document Prices and Discounts
¥ =dit Line Description

¥ &% £dit Line Units

[] Must Change Password || Account Locked Out (] User is Administrator [ ok || concer |

r
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When processing an invoice, the same user has changed the unit price with the system requesting that a Supervisor

approves the transaction as they don’t have the Authorization Right to Change/Approve the Price or Discount changes
themselves.

B

| Ble Edt Yiew Nevigate Sdes Bepot

|* 5 New gl open € D "LAadjust ['] Crecic MConver | [§ (=) £ | L) Centers | Project [3=Lines | =¥ Upcelitem (@, Record |gPrinc -~ t [l 38 5}

- Payment On Account - % Split Poyment '} Document Info
. DacNumb 14000000005
Customer ship To: Sales Invoice s
757001 @ Date: 01 Merch 2015
' 3 Requirad: 08 Maren 2015w
Achburton Reinforcing o
Level 2, 24 Richardson St

Reference =: WEDD9S st
Perth Westarn Australia WASST2

Pleaze Authorize Transaction:

uK UK Document Form: [7] an
& Supervisor ."5 -~
Deocument items [ Document Optic B - - -
" Number [I.oat‘um | Descnption % | Tax Code ] Tax, Amount
Invitam DEFALLT Inventary 500 01 2340 21000
]
| I
Account Balance: R 1785.24 Open Orders: R 0.00 some ] (concat Suntoh || [11 mm]--
Discount |;‘1 om‘ = o.mi.
Department: | 1000 Sample Dept 1 ~| . s :
i [ Tax = =8|
Terms: [m Days From Invoice -—_] Sales Person: ‘Bond v] =] |
Additional Info: Total: = el
JL.: Combined Transaction ~ 3} Copy Sales Documents - % Sample Company -
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